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2. Testing/verification is more efficient interactively than 
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Fiat-Shamir reconciles the two in certain cases.



Outline

1. Introduction 

‣ Interactive proof systems 

‣ The Fiat Shamir transformation 
2. Results 

‣Overview 

‣ Reduction 

‣ Techniques 
3. Application: Digital Signatures



1. Introduction



Interactive proof system



Interactive proof system

Prover Verifier



Interactive proof system

Prover Verifier

 is true!x



Interactive proof system

Prover Verifier

 is true!x Prove it!



Interactive proof system

Prover Verifier

 is true!x Prove it!

bla



Interactive proof system

Prover Verifier

 is true!x Prove it!

bla
bla



Interactive proof system

Prover Verifier

 is true!x Prove it!

bla
bla

bla



Interactive proof system

Prover Verifier

 is true!x Prove it!

bla
bla

bla
bla



Interactive proof system

Prover Verifier

 is true!x Prove it!

bla
bla

bla
bla

…



Interactive proof system

Prover Verifier

 is true!x Prove it!

bla
bla

Now I believe 
that  is true…x

bla
bla

…



Interactive proof system



Interactive proof system

Many cryptographic properties:



Interactive proof system

Many cryptographic properties:

‣Completeness



Interactive proof system

Many cryptographic properties:

‣Completeness

‣ Soundness



Interactive proof system

Many cryptographic properties:

‣Completeness

‣ Soundness

‣ Zero-knowledge



Interactive proof system

Many cryptographic properties:

‣Completeness

‣ Soundness

‣ Zero-knowledge

‣ Proof-of-knowledge



Interactive proof system

Many cryptographic properties:

‣Completeness

‣ Soundness

‣ Zero-knowledge

‣ Proof-of-knowledge

‣…



Interactive proof system

Many cryptographic properties:

‣Completeness

‣ Soundness

‣ Zero-knowledge

‣ Proof-of-knowledge

‣… } perfect/statistical/computational



Interactive proof system

Many cryptographic properties:

‣Completeness

‣ Soundness

‣ Zero-knowledge

‣ Proof-of-knowledge

‣…

Can we do the same without interaction?

} perfect/statistical/computational
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Many cryptographic properties:

‣Completeness

‣ Soundness

‣ Zero-knowledge

‣ Proof-of-knowledge

‣…

Can we do the same without interaction?
Yes, at least in some cases, using the Fiat Shamir transformation

} perfect/statistical/computational
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‣ Intractability of hash function replaces interaction

‣ Yields non-interactive proof system

‣Used for digital signature schemes

‣ Preserves properties in the Random Oracle Model (ROM) 
(Pointcheval & Stern ‘00)

? What about the quantum ROM (QROM)?

Unruh ’17: The Fiat Shamir transformation preserves some 
security properties in the QROM if the underlying -protocol is 
statistically sound.

Σ

Many cases important for post-quantum crypto still open.
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Verifierx

Success probability: ε(𝒮[𝒜]) ≥
ε(𝒜)
O(q2)

The reduction

H*

Why on earth does it work?

Intuition: prover needs to 

measure anyway.
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q O(q2)

Technique
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Further applications

Remove almost all interaction from Mahadev’s verification for 
BQP (Alagic, Childs, Hung ’19) 



Summary

The Fiat Shamir transformation is secure in the quantum random 
oracle model.

This fact has nice applications, in particular for post-quantum 
secure digital signature schemes.

Open problem:  quantum forking lemma?∃



Thanks!


