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WARMUP: CLASSICAL SIGNATURES

How do we sign a classical message?

Alice’s private space

public space

With a digital signature scheme (DSS): (𝐊𝐞𝐲𝐆𝐞𝐧, 𝐒𝐢𝐠𝐧, 𝐕𝐞𝐫)
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WHAT ABOUT QUANTUM?

Digital signatures are everywhere, from secure browsing to cryptocurrencies.

• the future: quantum computers communicating over quantum networks?

• transmitting states, sharing entanglement, etc. could be commonplace.

• how would we verify authorship of  states in such a setting?

Obvious answer: have the sending party sign the state! But how?



HOW DO YOU CAN YOU SIGN A QUANTUM STATE?

First pass: No, because of  no-cloning.

Classically we do:
𝑚 ↦ 𝑚,𝑚 ↦ (𝑚, 𝜎 𝑚 )

Quantumly if  we try:
𝜌 ↦ 𝜌, 𝜌 ↦ (𝜌, 𝜎 𝜌 )

… then the first step obviously violates no-cloning.

This might seem a bit silly, but in a way the core idea is already there!



CAN YOU SIGN A QUANTUM STATE, REALLY?

Second pass: Don’t be so literal. 

• correctness: 𝐒𝐢𝐠𝐧 and 𝐕𝐞𝐫 compose to identity:

• security: ask for something reasonable:

Essentially shown in: Authentication of  Quantum Messages 

(Barnum, Crepeau, Gottesman, Smith, Tapp) [BCGST02]

𝐒𝐢𝐠𝐧89 𝐕𝐞𝐫:9𝜌
𝜌
accept

𝐒𝐢𝐠𝐧89 𝐕𝐞𝐫:9𝜌 reject𝚽 ≠ 𝐈

Theorem (informal): If  a quantum signature scheme is correct, then it is insecure.



Is this the last word? What if  we relax correctness? Security? A little? A lot? Quantum keys? Verify-or-recover? Use many msg copies?…

Moreover: signing classical states is obviously possible; what other states can we sign?

NO, YOU CAN’T

Partial correctness

• pick a collection 𝒞 of quantum operations
• ask that, for every 𝐶 ∈ 𝒞,

𝐶 ∘ 𝐕𝐞𝐫AB ∘ 𝐒𝐢𝐠𝐧89 ≈ 𝐶

“𝒞-correct scheme.”

Partial security

• pick a collection ℳ of quantum operations
• ask that, for every 𝑀 ∈ ℳ and every attack 𝚽, 

𝑀 ∘ 𝐕𝐞𝐫AB ∘ 𝚽 ∘ 𝐒𝐢𝐠𝐧89 ≈ 𝑀 (or reject)

“ℳ- secure scheme.”



(other extensions: also impossible with quantum keys, recover-or-verify schemes, schemes which consume 
multiple copies of message, etc.)

What is left? Measuring the state and classically signing the outcome.

“Only classical signature schemes exist.”

NO, YOU CAN’T (NOT EVEN A LITTLE)

Theorem [AGM19]: If  a quantum signature scheme is correct, then it has negligible one-
time 𝑀-security for any two-outcome measurement 𝑀.

Theorem [AGM19]: Let ℳ = {𝑀,𝑀H} be a pair of  two-outcome measurements. If  a 
quantum signature scheme is ℳ- correct and one-time ℳ- secure, then 𝑀 and 𝑀′
commute.



A useful characterization lemma:

Proof uses channel Uhlmann theorem [Kretschmann, Schlingemann, Werner 08].

Observations:

• No assumption about security ⟹ anything can happen for invalid ciphertexts

• 𝜎9 and an isometry 𝑉9 might be inefficient

PROOF IDEA

Lemma [AM17, AGM19]: Let 𝚺 = (𝐊𝐞𝐲𝐆𝐞𝐧, 𝐒𝐢𝐠𝐧, 𝐕𝐞𝐫) be a correct scheme. Then for all 
keypairs 𝑘 = (𝑠𝑘, 𝑣𝑘) there exists a state 𝜎9 and an unitary 𝑉9 such that

𝜌
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NO, YOU CAN’T

Quantum signature impossibility, general proof  strategy

Idea: give a universal forgery attack.

Goal:

How?

𝐒𝐢𝐠𝐧89 𝐕𝐞𝐫:9
𝜌
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N

𝑼

efficient Stinespring dilation of 𝐕𝐞𝐫:9

𝐒𝐢𝐠𝐧89 𝐕𝐞𝐫:9𝜌 𝚽:9
𝜏
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(other extensions: also impossible with quantum keys, recover-or-verify schemes, schemes which consume 
multiple copies of message, etc.)

What is left? Measuring the state and classically signing the outcome.

“Only classical signature schemes exist.”

NO, YOU CAN’T (NOT EVEN A LITTLE)

Theorem [AGM19]: If  a quantum signature scheme is correct, then it has negligible one-
time 𝑀-security for any two-outcome measurement 𝑀.
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NO, YOU CAN’T

Quantum signature impossibility, general proof  strategy

Idea: give a universal forgery attack.

Goal:

How?

First impossibility theorem: 𝑼 rotates state from image of one projector to the other.

(this obviously changes outcome of the “secure” measurement.)

Second impossibility theorem: 𝑼 reflects about image of one measurement. 

(easy: this changes outcome of other measurement, unless they commute.)
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SO IS THAT IT?

Key condition for proof: public verification. That leaves private verification, as in symmetric-key crypto.

How does this work for establishing pairwise secure channels for 𝑛 parties?

1

2

3

…

…

𝑛Z pairwise 
key exchanges(𝑘Z[, 𝑘\[, … , 𝑘][)

(𝑘[Z, 𝑘\Z, … , 𝑘]Z)

(𝑘[\, 𝑘Z\, … , 𝑘]\)

Bob (𝑘[^, 𝑘Z^, … , 𝑘]^)

Alice(𝑘[_, 𝑘Z_, … , 𝑘]_)

𝐀𝐮𝐭𝐡(𝑠𝑘_^,𝑚)



CLASSICALLY: PUBLIC-KEY CRYPTO

Does private verification have to work this way? Let’s look at how it’s done classically. 

1

2

3

…

…

Bob

Alice

𝐒𝐢𝐠𝐧(𝑠𝑘 ^, 𝐄𝐧𝐜 𝑒𝑘 _,𝑚 )

𝐄𝐧𝐜 𝑒𝑘 _,𝑚

𝑑𝑘[ 𝑒𝑘[
𝑠𝑘[ 𝑣𝑘[

𝑑𝑘_

𝑒𝑘_
𝑠𝑘_

𝑣𝑘_

𝑒𝑘^

𝑑𝑘^𝑣𝑘^

𝑠𝑘^

public-key encryption

digital signature

[BCGST02] observed that there’s a 
quantum analogue of  this.



CLASSICALLY: SIGNCRYPTION

Does private verification have to work this way? No, we can use signcryption instead!

1

2

3

…

…

Bob

Alice

𝐒𝐢𝐠𝐄𝐧𝐜 𝑠𝑑𝑘 ^, 𝑣𝑒𝑘 _,𝑚

𝒔𝒅𝒌𝑨

𝒗𝒆𝒌𝑨

𝒗𝒆𝒌𝑩

𝒔𝒅𝒌𝑩

signcryption

𝒗𝒆𝒌𝟏𝒔𝒅𝒌𝟏



QUANTUM SIGNCRYPTION

Classically, signcryption is only interesting for efficiency purposes.

There are (elliptic-curve) signcryption schemes more efficient than ``encrypt then sign’’ [Zheng97]

Quantumly, signcryption is much more interesting: there’s no other way to sign!

Definition:  A quantum signcryption scheme is a triple (𝐊𝐞𝐲𝐆𝐞𝐧, 𝐒𝐢𝐠𝐄𝐧𝐜, 𝐕𝐞𝐫𝐃𝐞𝐜) such that:

1.  𝐊𝐞𝐲𝐆𝐞𝐧(1]) outputs 𝑠𝑑𝑘, 𝑣𝑒𝑘 ∈ 𝐾rs×𝐾uv
II.  𝐒𝐢𝐠𝐄𝐧𝐜 ∶ 𝐾rs×𝐾uv×𝒟 ℋz → 𝒟(ℋ|)

III. 𝐕𝐞𝐫𝐃𝐞𝐜 ∶ 𝐾uv×𝐾rs×𝒟 ℋ| → 𝒟 ℋz ×{𝐚𝐜𝐜, 𝐫𝐞𝐣}

satisfying
𝐕𝐞𝐫𝐃𝐞𝐜A�B�,��B� ∘ 𝐒𝐢𝐠𝐄𝐧𝐜��B�,A�B� = 𝐈z ⊗ Π𝐚𝐜𝐜 . correctness

sender’s private key
receiver’s public key

receiver’s private key

sender’s public key



QUANTUM SIGNCRYPTION: SECURITY

What kind of  security do we need from signcryption?

Start with one-time security. Suppose adversary attacks with a map 𝚲.

Define effective attack:
𝚲𝐞𝐟𝐟 ≔ 𝔼B��� 𝐕𝐞𝐫𝐃𝐞𝐜�,� ∘ 𝚲 ∘ 𝐒𝐢𝐠𝐄𝐧𝐜�,�

Definition.  A quantum signcryption scheme is one-time secure if, for every attacker 𝚲, there exists a 
simulator 𝚽 ≈ 𝚲𝐞𝐟𝐟 that either leavers the message unchanged or rejects.

𝐒𝐢𝐠𝐄𝐧𝐜�,� 𝐕𝐞𝐫𝐃𝐞𝐜�,�
𝚲𝑀

𝐵

Modeled after [DNS12] 
definition for authentication



QUANTUM SIGNCRYPTION: SECURITY

What if  we want to signcrypt more than one state?

Classically, we require two properties:

- “IND-CCA2” : secret against adversaries which have black-box access to 𝐒𝐢𝐠𝐄𝐧𝐜�,� and 𝐕𝐞𝐫𝐃𝐞𝐜�,�.

- “unforgeability” : even with black-box access to 𝐒𝐢𝐠𝐄𝐧𝐜�,�, can’t forge fresh outputs.

Unclear how to translate these games to quantum:

- IND-CCA2: have to store a ciphertext and check if  adversary tries to decrypt it later;

- unforgeability: have to store all ciphertexts and check if  adversary’s forgery is equal to any of  them.

We’ll use a ``real vs ideal’’ approach.



QUANTUM SIGNCRYPTION: SECURITY

Real vs ideal approach

In both worlds, adversary gets oracle access to 𝐄 and 𝐃, and has to output a bit.

Need one more condition in ideal world: 𝐃 ∘ 𝐄 = 𝐈.
Still a ``copy-and-compare’’ problem: how do we check if  oracles are being composed? Classically: 
keep database of  input-output-pairs of  fake encryption

Real world

𝐒𝐢𝐠𝐄𝐧𝐜�,�

𝐄

𝐃

𝐕𝐞𝐫𝐃𝐞𝐜�,�

Ideal world

𝐒𝐢𝐠𝐄𝐧𝐜�,�$

𝐄

⊥

𝐃



QUANTUM SIGNCRYPTION: SECURITY

Real vs ideal approach

In both worlds, adversary gets oracle access to 𝐄 and 𝐃, and has to output a bit.

Real world

𝐒𝐢𝐠𝐄𝐧𝐜�,�

𝐄

𝐃

𝐕𝐞𝐫𝐃𝐞𝐜�,�

Ideal world

𝐒𝐢𝐠𝐄𝐧𝐜�,�

𝐄
db

𝐃

max
ent?

yes

no
⊥

Identity testing idea appeared in [BW16, AM16]



QUANTUM SIGNCRYPTION: SECURITY

Real vs ideal approach

In both worlds, adversary gets oracle access to 𝐄 and 𝐃, and has to output a bit.

Definition. A quantum signcryption scheme is many-time secure if, for every adversary 𝓐,

Pr
𝐄,𝐃←����

𝓐𝐄,𝐃 = 1 − Pr
𝐄,𝐃←�����

𝓐𝐄,𝐃 = 1 ≤ negl 𝑛 .

What if  the sender or receiver are compromised? 

Can we ask for “insider security”?



QUANTUM SIGNCRYPTION: SECURITY

Insider security

I. Corrupted sender?



QUANTUM SIGNCRYPTION: SECURITY

Insider security

I. Corrupted sender?

This is just the public-key encryption setting.

Definition (informal.) A quantum signcryption scheme is insider secure vs sender if  the public-key 
encryption scheme induced by revealing the sender’s secret key is secure.

Sender Receiver

public space

𝐬𝐝𝐤�

𝐯𝐞𝐤� 𝐯𝐞𝐤�

𝐬𝐝𝐤�



QUANTUM SIGNCRYPTION: SECURITY

Insider security

II. Corrupted receiver?



QUANTUM SIGNCRYPTION: SECURITY

Insider security

II. Corrupted receiver?

This is just the signature setting!

⇒ cannot have insider security vs receiver in the quantum case: signatures are impossible.

Consequence: no quantum “non-repudiation!”

Non-repudiation: 𝐑 can take a signature/signcryption from 𝐒 to a third party (e.g., a judge) and 𝐒
cannot deny having signed/signcrypted the message.

Sender Receiver

public space

𝐬𝐝𝐤�

𝐯𝐞𝐤� 𝐯𝐞𝐤�

𝐬𝐝𝐤�



QUANTUM SIGNCRYPTION: CONSTRUCTIONS

Definition. Let 𝚺 be a classical encryption scheme, and let 𝚷 be a quantum encryption scheme. Define 
the scheme 𝐇𝐲𝐛[𝚺, 𝚷] by:

1. 𝐊𝐞𝐲𝐆𝐞𝐧 runs 𝐊𝐞𝐲𝐆𝐞𝐧𝚺. 

2. 𝐄𝐧𝐜¨9 𝜌z : (i.) sample 𝑘 ← 𝐊𝐞𝐲𝐆𝐞𝐧𝚷;    (ii.)  output (𝐄𝐧𝐜¨9𝚺 𝑘 , 𝐄𝐧𝐜9𝚷 𝜌z ).

3. 𝐃𝐞𝐜©9 𝑠, 𝜎| : (i.) compute 𝑘 ← 𝐃𝐞𝐜©9𝚺 (𝑠);  (ii.)  output 𝐃𝐞𝐜9𝚷 𝜎| (or reject) .

Quantum hybrid scheme theorem [AGM19]. If  the quantum scheme 𝚷 is one-time secure, then 
𝐇𝐲𝐛[𝚺, 𝚷] inherits the security properties of  the classical scheme 𝚺.

This works for:

• symmetric-key encryption, public-key encryption, signcryption;

• from basic secrecy (e.g., IND-CPA) up to maximal secrecy+integrity (i.e., authenticated encryption.)

• includes outsider security and insider security (vs sender) for signcryption.



OTHER STUFF TO WORRY ABOUT

See paper for:

• How to achieve ciphertext security (rather than just plaintext security.)

• How to deal with issues of  sender/receiver IDs.

What’s next?

• What are the consequences for the theory of  quantum crypto?

• Are there other crypto primitives that are impossible quantumly?

Thanks!


