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Introduction
o Motivation

o Digital signature schemes

o quantum computing



Motivation

Development of quantum computers is 
accelerating

Applications:
• Quantum chemistry (e.g. for 

pharmaceutical and material sciences)
• Machine learning

Quantum computing

• Breaking cryptography



Motivation

Quantum data ⟹ need crypto for it

First: Delegation

Later: Quantum internet

⟹ want to generalize all classical crypto to quantum. This talk: Digital signatures

Cryptography for quantum data



Digital signature schemes

Safeguard authenticity and integrity of messages

Applications

Ubiquitous in modern cryptography



Digital signature schemes

Three algorithms

Definition

1. Key generation

Input: Security parameter n
Output: Key pair (𝑝𝑘, 𝑠𝑘)

2. Sign

Input: Secret key 𝑠𝑘, message 𝑚
Output: Signature σ

3. Verify

Input: Public key 𝑝𝑘, message 
𝑚, signature 𝜎

Output: “valid” or “invalid”

Correctness: Verifying 𝑚 and 𝜎 = Sign𝑠𝑘(𝑚) with 𝑝𝑘 yields “valid” 



Quantum computing

Classical computer

Bird’s-eye view

State space: Set of bit strings {0,1}𝑛

Operations: Functions on {0,1}𝑛



Quantum computing

Reversible computer

Bird’s-eye view

State space: Set of bit strings {0,1}𝑛

Operations: Permutations on {0,1}𝑛



Quantum computing

Quantum computer

Bird’s-eye view

State space: Unit vectors in the complex vector space ℂ2
𝑛

spanned by the set of bit strings {0,1}𝑛

Operations: Unitary matrices on ℂ2
𝑛

Notation: Basis vectors 𝑥 ∈ ℂ2
𝑛

for 𝑥 ∈ {0,1}𝑛, Computational Basis

Superpositions, e.g. 𝜓 =
1

2
00 + |11⟩ ∈ ℂ2

2

No cloning theorem: There is no unitary 𝑈: 𝜓 0 ↦ 𝜓 |𝜓⟩



"No": Impossibility results
o Quantum authentication implies secrecy (Barnum et al. 2002)

o Generic attack on quantum signature schemes

o Generic attack on “somewhat quantum” signature schemes



Quantum symmetric-key encryption schemes

Three algorithms

Definition

1. Key generation

Input: Security parameter n
Output: Key 𝑘

2. Encrypt

Input: Key 𝑘, quantum message 
|𝑚⟩
Output: Ciphertext |𝑐⟩

3. Decrypt

Input: Key 𝑘, ciphertext |𝑐⟩
Output: Message |𝑚⟩

Correctness: Encrypting and decrypting with the same key yields the identity map.



Message authentication

𝑚 Enc𝑘 𝑐 𝑐′ Dec𝑘 𝑚′

Encryption scheme provides one-time message authentication if 𝑚′ ∈ {𝑚, ⊥} for all 𝑚,

Same for quantum encryption. 

One-time security

Simple malleability attack:



Theorem: Quantum authentication implies confidentiality

Weak notion of confidentiality: plain indistinguishability of ciphertexts.

Messages 𝑚0 , 𝑚1

Encrypt with key 𝑘: ciphertexts 𝑐0 , 𝑐1

Suppose an adversary can distinguish the ciphertexts perfectly
⟹ there exist a unitary 𝑈 such that 𝑈 𝑐𝑖 0 = 𝑐𝑖 |𝑖⟩

⟹ The attack 𝑈∗ 𝕀 ⊗ 𝜎𝑧 𝑈 maps superposition 𝑐0 + 𝑐1 to 𝑐0 − 𝑐1
But 𝑐0 + 𝑐1 is encryption of 𝑚0 + 𝑚1 , and decryption of 𝑐0 − 𝑐1 yields 𝑚0 − 𝑚1

⟹ Digital signatures for quantum states should be impossible.

Barnum et al. 2002



Digital signature schemes

Three algorithms

Definition

1. Key generation

Input: Security parameter n
Output: Key pair (𝑝𝑘, 𝑠𝑘)

2. Sign

Input: Secret key 𝑠𝑘, message 𝑚
Output: Signature σ

3. Verify

Input: Public key 𝑝𝑘, message 
𝑚, signature 𝜎

Output: “valid” or “invalid”

Correctness: Verifying 𝑚 and 𝜎 = Sign𝑠𝑘(𝑚) with 𝑝𝑘 yields “valid” 



Digital signature schemes with reversible sign/verify

View keys as parameters. Three algorithms

Definition

1. Key generation

Input: Security parameter n
Output: Key pair (𝑝𝑘, 𝑠𝑘)

2. Sign

Input: Secret key 𝑠𝑘, message 𝑚
Output: Signature 𝑚, σ

3. Verify

Input: Public key 𝑝𝑘, message 
𝑚, signature 𝜎

Output: 𝑚 and “valid” or 
“invalid”

signed message

Correctness: Composing Sign𝑠𝑘 and Verify𝑝𝑘 just appends “valid”. 



Quantum digital signature schemes

No-cloning: for map 𝑚 0 ↦ 𝑚 𝜎 , 𝜎 cannot depend on 𝑚 !
⟹ Give up separate message and signature. 

Definition



Quantum digital signature schemes

Three algorithms

Definition

1. Key generation

Input: Security parameter n
Output: Key pair (𝑝𝑘, 𝑠𝑘)

2. Sign

Input: Secret key 𝑠𝑘, message |𝑚⟩
Output: signed message |𝑐⟩

3. Verify

Input: Public key 𝑝𝑘, signed 
message |𝑐⟩

Output: message |𝑚⟩ and “valid” 
or “invalid”

Correctness: Composing Sign𝑠𝑘 and Verify𝑝𝑘 just appends “valid”. 



Quantum digital signature schemes

Φ-Correctness: Composing Sign𝑠𝑘 and Verify𝑝𝑘 with Φ just applies Φ and appends “valid”. 

Correctness: Composing Sign𝑠𝑘 and Verify𝑝𝑘 just appends “valid”. 

(Weak) correctness, (weak) one-time security

|𝑚⟩ Sign𝑠𝑘 |𝑐⟩ |𝑐′⟩ Verify𝑝𝑘 𝑚′ , 𝑏

Security: If 𝑏 =“valid”, then 𝑚′ = 𝑚

Φ-Security: If 𝑏 =“valid”, then Φ( 𝑚′ ) = Φ( 𝑚 )



Impossibility results

Let Π be a correct quantum signature scheme, and let M be a non-trivial two-outcome measurement. 
Then Π has at most negligible M-security.

Theorem 1 (Alagic, Gagliardoni, M)

Let Π be a quantum signature scheme, and let M1, M2 be two-outcome measurements. If Π is Mi-correct 
and Mi-secure for 𝑖 = 1,2 then the Mi commute.

Theorem 2 (Alagic, Gagliardoni, M)

Proof idea of Theorem 2:  
 use Stinespring dilation of verification algorithm
 suppose M1 and M2 don’t commute
 applying M2 changes the outcome of M1

 Use unitary version of M2 to apply a phase.



“*": Quantum signcryption
o Definition

o Security

o A construction



Signcryption scheme

Introduced by Zheng in 1997. Three algorithms

Definition

1. Key generation

Input: Security parameter n
Output: Key pair (𝑝𝑘, 𝑠𝑘)

Correctness: Composing Signcrypt𝑠𝑘𝑆𝑝𝑘𝑅 and VerDec𝑠𝑘𝑅𝑝𝑘𝑆 just appends “valid”. 

2. Signcrypt

Input: Secret key 𝑠𝑘𝑆, public key 
𝑝𝑘𝑅, message 𝑚

Output: ciphertext 𝑐

3. Verified decrypt

Input: Secret key 𝑠𝑘𝑅, public 
key 𝑝𝑘𝑆, ciphertext 𝑐

Output: message 𝑚 and “valid” 
or “invalid”



Signcryption

Three attack settings:
 Outside attacker
 Sender compromised
 Receiver compromised

Security
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Signcryption

Three attack settings:
 Outside attacker
 Sender compromised
 Receiver compromised

Confidentiality: require strongest possible security, IND-CCA2
Integrity: require standard unforgeability security,  EUF-CMA (or SUF-CMA)

Scheme turns into PKE scheme.
Confidentiality: Still require IND-CCA2

Scheme turns into digital signature scheme.
Integrity: Still require EUF-CMA (or SUF-CMA)

Security



Quantum signcryption

Crucial assumption for attack on quantum signatures: adversary can apply verification

Signcryption: VerDec requires secret key of recipient ⟹ Quantum signcryption is possible

Idea proposed by Barnum et al. (2002), but no definition, security, constructions…

Classical signcryption:  efficiency gains vs. encrypt-then-sign

Quantum signcryption: the only way of signing!
 Signcrypt and VerDec algorithms are reversible
 ⟹ Definition of quantum signcryption scheme straightforward

Definition
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m1

t1

m2

t2

…
mq

tq

(m* , t* )

Success:

i) m* ≠mi for all i = 1,...,q

ii) Mack(m* ) = t*

Quantum signcryption

No-cloning theorem prevents straight-forward generalization of IND-CCA2, EUF-CMA

Security

Recent solution to this problem (Alagic, Gagliardoni, M): Counterfactualize.
Two games, to either
 check validity, or
 check freshness

Define quantum signcryption security using Quantum IND-CCA2, Quantum authenticated encryption
No security for compromised receiver! 



Quantum signcryption

Quantum Signcryption can be achieved using classical-quantum hybrid encryption

Construction

Quantum signcryption

Quantum Signcryption can be achieved using classical-quantum hybrid encryption

Construction

Key pair

KeyGen

Classical

Signcrypt ion

Scheme

Quantum

one-t ime

authent icat ion

schem e



Summary

 Any signature scheme that is both correct and secure in a very weak sense is classical
 There is a way to provide authenticity and integrity for quantum encryption using public key 

cryptography – quantum signcryption


